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Abstract. The new 5G mobile communication networks have an un-
precedented dependency on software compared with previous genera-
tions. The software, running with virtualization techniques, will be the
main enabler to dynamically share the network resources in a number
slices. Each slice offers a full end-to-end network for one specific service
and a set of users, and is implemented with the deployment and config-
uration of a chain of virtual network functions (VNFs) combined with
other network resources (e.g. capacity in the base stations or priority of
traffic). A new entity, called NFV MANO (network functions virtualiza-
tion management and network orchestration) is expected to decide on the
placement and resources assigned to the VNF's to keep alive all the slices.
A major challenge in this new paradigm is how the MANO will dynam-
ically assign the limited resources to the VNFs in all the slices in such
a way that all the users always perceive the desired quality for the ser-
vice. Usually, these resources are CPU, memory and storage space in the
computational nodes. This paper addresses the use of formal methods to
implement the elastic and dynamic placement and resource configuration
of the VNFs. In particular, we discuss the use of model-based testing and
model checking as underlying techniques for machine learning to create
part of the intelligence that requires the MANO in 5G networks (some-
times call the book rule). The paper introduces the overall methodology
centered in a non-deterministic parameterized model of the MANO that
can be refined thanks to testing campaigns with real execution of slices
in a 5G lab environment.

Keywords: Network Function Virtualization - 5G networks - Model
based testing - dynamic configuration of slices.

1 Introduction
Nowadays, the economy and digital society are more and more dependant on mo-
bile communication networks. Mobile networks are evolving to new paradigms
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in which softwarization is one of the key aspects. In particular, one of the most
important features of 5G networks is the shift of core networks from propri-
etary to commercial off-the-shell hardware in order to flexibly and dynamically
adapt networks to the changing market and user needs. To achieve these ob-
jectives, the 5G networks introduce the concept of network slice that is similar
to a private network tailored to run a service with specific Key Performance
Indicators (KPI). For instance, a critical service such as telesurgery imposes
hard constraints on packet latency (under 5 ms) in order to control a surgeon
robot over a cellular network. Other services, such as high-resolution content
delivery, require high uplink speed. In 5G networks, each kind of service will
run on a different network slice that satisfies their performance and quality of
service requirements, but all these network slices will be deployed over the same
underlying infrastructure.

The implementation of network slicing in 5G relies on enabling technologies
from cloud computing domain, such as Virtualized Network Functions (VNFs).
A VNF is a software implementation of a network equipment, such as a router,
a firewall, a load balancer, or even the components that conform the mobile
core network. One of the main characteristics of VNF's is that they are designed
to run on the cloud. In the future 5G networks, the operators’ cloud will be
physically distributed among different locations, called Points of Presence, in
order to dynamically deploy VNF's where they are needed to support the chang-
ing service demands. This challenging task is carried out by the Management
and Orchestration (MANO) entity included in the 5G reference architecture (see
Figure 1).

In this context, this paper faces the challenge of automatically generate useful
information to help the orchestrator decide about the deployment, configuration
and re-configuration of VNFs. The gencration of this knowledge for the orches-
trator basically uses the description of the VNFs and the service level agreements
for each service (SLA) to predict the suitable deployment that satisfies the SLA.
This problem has been previously addressed with different estimation tools [7,
8,5,10]. However, these previous approaches are focused on the use of of com-
putational resources and do not consider the impact of a realistic 5G network in
the final quality of service perceived by the users.

In this paper, we aim to develop a novel learning method to specialize the
orchestrator considering the whole end-to-end network, including the users and
the communication part. We propose to combine formal methods to generate
and test the orchestration decisions and and a realistic end-to-end 5G network
to run the VNFs. In order to achieve this aim, the described problem is trans-
formed into a runtime analysis of extra-functional properties (relative to time
and resources utilization) evaluated over event sequences that reflect executions
of network service. Formal techniques such as model-based testing, model check-
ing and runtime verification will be combined to carry out the runtime analysis
mentioned above.

The paper is organized as follows. Section 2 introduces the main concepts
and problems of 5G network slicing. Section 3 presents the overall proposal to
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generate the MANO rule’s book using model based testing and runtime verifi-
cation techniques. Sections 4 focuss on specific aspects of the proposal: how to
construct the model of the system and how to automatically generate test cases.
Section 5 present related work. Finally, Section 6 summarizes the conclusions
and future work.

2 Background: slicing in 5G networks

2.1 Architecture of the network

Figure 1 represents a 5G network. A 5G network is built upon the three main
domains that present in the previous 4G technology: radio access network (com-
posed of the user equipment and the gNb access nodes), the transport network
(a logical connection thanks to switches, aggregation points and communication
links) and the core network. The main differences with respect to 4G networks
are the technologies in each domain and the deployment of the services as part of
the network (AF component in the figure). In the radio part, the new standard is
called 5G NR (5G new radio) and offers features like lower latency and higher ca-
pacity than 4G networks. In the core network, the functionality is implemented
with a number of software modules and interfaces following the standards to
create a HG core. It is expected that these 5G core VNFs will be deployed as
VNFs in a central cloud.
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Fig. 1. 5G Architecture

From the service provider perspective, the main novelty is the integration
of the software to implement the service as part of the network thanks to the
deployment of their own VNFs jointly with the 5G core VNFs and other network-
oriented VNFs (e.g. caches and firewalls) in the same cloud. When a service
requires low latency is possible to deploy its VNFs following the Multi-access
Edge Computing technology (MEC). Using the MEC implies that some 5G core
components, like the User Plane Function (UPF), are also deployed in the MEC.
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2.2 Slices for verticals

Network slicing allows Mobile Network Operators (MNOs) to manage multiple
virtual networks using a common shared physical infrastructure. These virtual
networks make possible a virtual partition of the RAN (Radio Access Network),
the core network and the switching and aggregation network. Roughly speaking,
Figure 1 represents one slice, and a second slice could be created by assigning
part of the RAN resources and adding more VNFs in the Edge cloud and the
Central cloud to provide functionalities of 5G core and services. Each virtual net-
work is created to serve a specific service with specific requirements, that usually
fit three profiles: enhanced Mobile Broadband (eMBB), Ulira Reliable Low La-
tency Communications (URLLC) and massive Machine Type Communications
(mMTC). Figure 2 shows some usage scenarios where virtual networks men-
tioned above, known as Network Slices, help to provide a service that depends
on use case requirements.
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Fig. 2. 5G usage scenarios

2.3 NFYV to support slices

As mentioned in the ETSI GS NFV 003 V1.4.1 [1], Network Functions Vir-
tualization (NFV) is the ”principle of separating network functions from the
hardware they run on by using virtual hardware abstraction”.

In 5G network the concept of NFV is especially important since it can be a
significant transformation for this network, reducing cost or increasing flexibility,
although the most important change that NFV introduces is the possibility to
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Fig. 3. ETSI MANO

provide different kinds of services and requirements on a common shared physical
network through network slicing (see Section 2.2).

As mentioned in Section 1, the deployment and reconfiguration of the VNF's
in a cloud environment is an open challenge. This task is carried out by the
MANO, Figure 3 shows an overview of the MANO architecture proposed by the
ETSI. Left part is composed of Operations Support System (OSS) / Business
Support System (BSS), Element Manager (EM) + VNF and by last, NF'V Infras-
tructure (NFVI) composed of virtual /hardware computing, storage and network
(the hardware supporting the Edge and Central clouds in Figure 3). OSS/BSS
are components that they allow to monitor, control and manage different kind of
network services. EM provides network management of the virtualized and phys-
ical network elements. The VNF is an implementation of a network function that
can be deployed on NFVI. Right part is composed of Management and Orches-
tration (MANO) layer, differentiating between NFV Orchestration (NFVO) +
VNF Manager (VNFM) and Virtualized Infrastructure Manager (VIM). NEFVO
is responsible for orchestration and management of NFVI, software resources
and realizing network services on NF'VI. VNFM is responsible for control, man-
agement and monitorization of VNF life cycle, it also controls EM. The VIM
is the Virtualized Infrastructure Manager, and in most real deployments is the
well-known OpenStack software.
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2.4 A running example

Figure 4 shows an example that illustrate how a service is deployed in a network
slice. We assume that the MNO offers a simple slice to deploy a video on demand
service for mobile users. The slice includes network components, such as an
instance of a 5G core, and some service-oriented VNF's, for example a video server
and the cache function. The orchestrator (the MANO) addresses the following
4 phase to properly configure, deploy and terminate the service.

Descriptors: VNFD, VNF Chain, SLAs
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Fig. 4. Example of slice for video on demand

Phase 1: Network service descriptor processing. The MANO “orches-
trator” processes the information necessary to deploy a network slice oriented to
a specific service (Netflix in this case). This information includes the executable
code of VNF (virtualized like a container, virtual machine, etc.) and the descrip-
tors of the different VNFs (VNFDs), which are defined by ETSI [2] as follows: “A
VNFD is a deployment template which describes a VNF in terms of deployment
and operational behaviour requirements. It also contains connectivity, interface
and virtualized resource requirements”. Additionally, the VNF descriptor can in-
clude information about the quality of service expected by user (requirements),
for example the value of parameters such as delay, bandwidth, number of simul-
taneous users, etc. and auto-scaling properties. In cloud computing terminology,
these requirements are called Service Level Agreement (SLA) [1]. The fulfillment
of SLAs are translated into the fulfillment of expected quality by users (e.g.
max delay between video frames and max response delay). In 5G network ter-
minology, these quality indicators are usually referred to as Key Performance
Indicators (KPIs), and less frequency Quality Performance Indicators (QPIs).
The MANO also processes the Network Service Descriptor (NSD) [3] that con-
sists of information used by the NF'V Orchestrator to instantiate a Network
Service formed by one or more VNFs. By last, Network Slice Template (NST)
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represents logical network function(s), resource linked to the services, and the
most important, it represents network capabilities that are required by service
used which in turn is closely related to Service Level Agreement (SLA) previ-
ously mentioned. In practice, all the descriptors are specified using description
languages like TOSCA or YAML, which are widely used in cloud computing
field. All the information is processed to generate internal models of objects de-
scribed in VNFD, NSD and NST that the orchestrator will manage in the next
phase. Listing 1.1 and 1.2 show the code of the VNFD of a Video on Demand
(VoD) VNF, and the definition of the service type.

Listing 1.1. Excerpt of a VNFD

vnfd—catalog:
vnfd :
— connection—point:
— name: ethO
type: VPORT

description:
mgmt—interface:
name: slice_-VoD_vnfd
vdu:
— count: 1
id: vdul
image: UbuntuVoD
interface:
— external —connection—point—ref: ethO

virtual—interface:

monitoring —param:
— id: metric.vdul_cpu
nfvi—metric: cpu-utilization
name: slice_.VoD_vnfd-VM
vm—flavor:
memory—mb: 2048
storage—gb: 100
vcpu—count: 2
monitoring—param:
— id: metric.vim_-vnfl_cpu
name: metric_vim_vnfl_cpu
aggregation—type: AVERAGE
vdu—monitoring —param:
vdu—ref: vdul
vdu—monitoring—param—ref: metric.vdul_cpu

Listing 1.2. Definition of the slice service type

—  SNSSAl-identifier:
slice —service —type: eMBB/URLLC/mMIC
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Phase 2: Network service deployment. The MANO performs the de-
ployment, inter-connection and configuration of VNFs chain interacting with
the points of presence of the operator computational infrastructure, commonly
known as Network Functions Virtualization Infrastructure (NFVI). The deploy-
ment consist of locating each VNF at suitable point of presence. The configura-
tion implies the allocation of resources (CPU, RAM, disk) and the interconnec-
tion with other VNFs and/or physical elements. At this point, the MANO must
apply some optimization algorithm that identify how many resources allocate to
achieve the performance and quality of service agreed in the SLA.

Phase 3: Network service execution and re-configuration. At this
point, the VNFs implementing network and service functionality are running,
and the final users (users of the service) start using the service uninterruptedly
it for days, weeks or months. Some examples of services are the distribution of
high-resolution video (Netflix is a popular service in this domain, in Figure 4 it
is supposedly installed in network operator), a private communications service
for security forces, an augmented reality service to offer sightseeing activities, a
remote control service for critical infrastructures, etc. In this phase, the number
of users and their location of users vary, producing a quite changing network
environment. Moreover, the network and computational resources can be mod-
ified due to the deployment or elimination of other services. The orchestrator
must monitor that VNFs fulfill the SLAs and, therefore, the users receive the
expected quality (KPIs or QPIs mentioned above). In addition, the orchestrator
must re-locate or re-configure VNFs if necessary. Currently, the algorithms that
perform these task still admit a quite margin of improvement.

Phase 4: Network service termination. This phase is not represented in
Figure 4, and is devoted to releasing the resources previously allocated to service,
as well as the elimination of VNF's images. These actions are taken when users
are not expected to be connected for a long period of time, and thus, it is worth
it the elimination and subsequent creation.

3 Overall proposal to create the MANO rules

Figure 5 shows our approach to generate the so called book of rules of a MANO in
order to manage a specific service according to the requirements and performance
specified in the SLA.

The approach has two differentiate phases. The first one is devoted to the
extraction of the MANO rules using model-based testing and run-time verifi-
cation techniques. The second phase focuses on the validation of the rules in
an emulated 5G environment. Both phases have as input the VNF and service
descriptors (VNFDs and VSFDs), and the SLA. In addition, it is worth mention-
ing that both phases can happen in more than one iteration in order to extract
fine-grained rules.
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Fig. 5. overall approach.

In the first phase, shown on the left part of Figure 5, the VNFDs and VSFDs
are transformed into a model of the service combined with a non-deterministic
model of the MANO that includes a wide variety of rules to be applied to each
network scenario. Using this model, we automatically generate test cases that
show different management rules for different network scenario. The VNFs pass
these test cases in a controlled environment, a testing platform for 5G, where
they can be monitored. We use runtime verification techniques to determine
whether the service and the VNFs satisfy the SLA. To do this, the SLA are
translated into a set of extra-functional properties (the runtime monitors) that
evaluate whether the execution each test case matches the desired SLA. The
(non-)correct test cases help us to derive management rules for the MANO that
satisfy the extra-functional properties.

The objective of the second phase is to validate the synthesized rules in a
production environment. To this end, the rules are installed on a real MANO
(shown on the right part of Figure 5) that manages and orchestrates the 5G test-
ing platform (and can even manage a commercial 5G network). Again, using the
runtime verification engine of the lab, we check the suitability of the synthesized
rules during the normal operation of the service.

We propose to run multiple iterations of the approach. In each iteration, we
will refine the NFV and MANO models based on the previous iteration results.
These refined models can be used to extract new test cases that produce fine-
grained rules. In the following section, we present some preliminary models of
the NFVs and MANO.
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Fig. 6. Uppaal MANO Model

4 The initial model

In this section, we describe the construction of a non-deterministic MANO model
from which the test cases can be produced as explained in Section 3. We assume
that the MANO model consists of a number of MANO (sub-)models that execute
concurrently. Each sub-model manages a unique service deployed on different
PoPs to which users are connected. In consequence, in this section, we focus
on the description of one of these sub-models. In the following, to simplify the
presentation, we simply call it MANO model.

The MANO model is a state machine that responds to events provided by
the infrastructure platform executing functions to preserve the required SLA.
Thus, the MANO and the infrastructure communicate each other intensively
over time. In addition, a complementary functionality of the MANO model is to
periodically inspect the state of the infrastructure to carry out reconfiguration
actions, if needed, even though no events are fired.

Figure 6 contains a prototype implementation of our proposal using Uppaal
timed automata. State sO is the initial state of the monitor. At this state, the
automaton may receive events such as alarmCPU90 and newUser from the infras-
tructure through different synchronization channels. The first event occurs when
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the platform detects that some instance is reaching the 90% in the CPU usage.
The second one is a notification that a new user has connected to the service.
The monitor responds to the first event by transiting to state s2. During the
transition, the identifier of the PoP which has provoked the alarm is recorded
in variable eid. The monitor also searches for a new PoP, with more resources,
that can hold a new instance of the service, if needed. From s2, the automaton
can go to states s3, s4, s6 and NO_RESOURCES. This last state is an error which
should not be never reached. The rest of states represent non-exclusive alter-
natives for the monitor: to increment the CPU resources in the PoP where the
instance which fired the alarm is located, to deploy a new service instance and
balance the users, to migrate the instance to a different PoP with enough CPU
resources.

Similarly, the monitor responses to the newUser event transiting to state s5
and finding an instance which can hold it. From s5, the automaton can jump to
the initial state through two different transitions: assigning the new user to an
existing service instance or deploying a new service instance for the user. As in
the previous case, if both transitions are enabled, the automaton may select any
of them in a non-deterministic way.

Finally, observe that the automaton has a clock variable tp that is used to
periodically check the state network and update it, if necessary. Currently, we
use a bi-dimensional array with the network parameters of interest that contain
the network state at three ordered previous time instants. This information may
be used, for instance, to discover when an user may have disconnected to release
its resources.

We have not included transitions that deal with alarms due to the RAM or
HDD usage in the model of Figure 6 to simplify the automaton. In addition, it is
worth noting that the model is parametric wrt a number of constants that have
to be calibrated such as the thresholds to fire alarms, the maximum number of
service instances and users (MAX_INST, MAX_INST_USERS) and so on.

The concurrent execution of the MANO model and the infrastructure pro-
duces a set of traces (sequence of infrastructure states) that constitute the test
cases to be analysed against the SLA. Figure 7 contains an example of a possible
infrastructure execution which can be synchronized with the monitor of Figure 6
to produce test cases.

The execution shows changes in the network at certain time instants. For
example, at time instant t=9 the platform is already initialized and the val-
ues of HDD and RAM usage are updated (the second and third parameter of
function updateInfo). At time instant t=99, a new user is connected and the
infrastructure sends event newUser to the monitor.

As described in Section 3, the analysis of test cases may be used to iteratively
improve the monitor rules (the transitions in the automaton of Figure 6).

The number of different traces generated in this way is very large due to
the non-deterministic character of the monitor, and the range of values of the
network variables. A way of pruning these traces is to use properties (described,
for instance, in some temporal logic) to discard some non-interesting behaviours.
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Fig. 7. An infrastructure execution

For instance, we could add the TCTL property “A[] (not monitor.s3)” to the
monitor to generate test cases in which the monitor has carried out at least
an upscaling_CPU task. The Uppaal model checker tries to check if no trace is
eventually at state s3. The counterexamples for this property are precisely the
test cases of interest wrt the property specified.

5 Related work

The efficient management and orchestration of VNF's in the context of 5G net-
works is a interesting and challenging problem that can be addressed from dif-
ferent perspectives.

Currently, some proposals focus on the predicting the performance behavoiur
of VNF chains (services deployed interconnecting VNFs) deployed in the cloud
without considering the role of the mobile network. However, the network and
the service users are an important part of the environment that stimulate and
interacts with the VNF's, and thus, they must be taken into account to predict
the service performance in terms of extra-functional properties, Service Level
Agreements (SLAs), Key Performance Indicators (KPIs) and Quality Perfor-
mance Indicators (QPIs).

Peuster and Karl [7] proposed a methodology to characterize the perfor-
mance of VNF and VNF chains prior service deployment that can be part of a
DevOps methodology. To this end, the authors execute the VNFs in different
emulated network configurations and monitor the how different performance pa-
rameters evolve. The paper includes an evaluation of a profiler prototype built
upon the emulation platform MeDICINE, which is based on an extension of
Mininet that can execute production-ready VNF's (given as Dockers containers)
in user-defined network topologies. The prototype can emulate the effect of the
network and other services that compete for the resources. However, the emula-
tion is limited by the capacity of the host machine that runs Mininet, which is
far from emulating a real 5G network. The author states that the profile of the
VNF can be used to improve the decision making of the MANO, but there is no
insight of how to transform the profile into MANO rules.
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Gym [8] is other framework for VNF profiling. In this case, the VNF is tested
under different resource configurations of the infrastructure, which is mainly
composed by servers where the VNFs runs. However, the the infrastructure lacks
of the components of a mobile network. The authors’ objective is to use the
framework to build testbed for NFVs and services extending the framework
with new components.

The characterization of VNFs performance has been also addressed from
the analytical point of view. For instance, the tool Probius [5] aims to detect
abnormal behaviours of NFVs due to performance uncertainties. Probius auto-
matically generate all possible service chains with the given VNFs, collects and
analyzes performance related features of each chain, and analyzes performance
problems through anomaly detection and graph-based behaviour analysis, and
it is able to point out the reasons of the VNFs performance issues.

The project 5SGTANGO [10] proposed a testing approach for VNFs based
on TTCN-3 test cases that can be manually or automatically generated using
model-based testing techniques. However, the authors do not discuss which en-
tities are included in the model, or what requirements guide the test generation
algorithms.

In [7,5,10], the VNFs, the services and the test cases run in a emulated
infrastructure that cannot properly represent a 5G network. Our proposal will
be built upon a testbed that includes a complete LTE network, and that will be
extended in the near future to behave as a 5G network. The testbed includes
test automatization mechanisms that allow test execution and reporting without
human intervention.

Formal methods have been also used to verify VNFs and VNF chains against
rcachability and safety properties in order to determine whether services are
interfering, are isolated, or are accessed by unauthorized users. In [6] and [9]
the analysis of properties is based on SMT solvers, such as Z3, combined with
static analysis and symbolic model checking. These approaches accepts as input
a logic formula and find the values (if any) that make the formula satisfiable.
The main limitation of these approaches is the transformation of the VNF code
into a model in solver’s input language, this task is not trivial and is error prone.
To minimize this problem, in [4] proposed a tool to automatically extract the
VNF model from its code. The proposal is limited to VNFs implemented using
a set of Java libraries to facilitate the coding task.

6 Conclusions

We have presented a novel approach to use formal methods in order to produce
the knowledge for the MANO engines to manage 5G network efficiently. This is
work in progress, and we are now defining the details for a first implementation.
As far as using realistic networks is a major contribution, we plan to use two
relevant testbeds at UMA. TRIANGLE testbed is a lab environment fully auto-
mated to emulated the network, so we can use it for the first phase to generate
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the MANO rules. 5GENESIS Malaga is the field deployment to run services with
real users, and it will be used for the validation phase.
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